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1. Llenb n 3apgaum ancumnmnmHbl

L]env oucyunaunbl — 03HAKOMUTD CTYIEHTOB C OPTaHU3allMOHHBIMU, TEXHUUECKUMH, aJITr0-
PUTMUYECKMMHU U JPYTUMH METOJaMHU U CPEACTBAMH 3alUThl KOMIIBIOTEPHON MH(opManuu, ¢
3aKOHOJIATENILCTBOM U CTaHJAPTaMH B ATOH 00JIaCTH, C COBPEMEHHBIMH KPHIITOCUCTEMAMH, U3Y-
YEeHHUE METO/I0B UJICHTU(UKALIUU IIPU IPOEKTUPOBAaHUH HHpopManoHHbIX cucteM (HC).

3adauu uzyuenus oucyuniuHvl COCTOAT B TOM, YTO B PE3y/bTAaTe €€ U3YUYEHUS CTYICHTHI
JOJIKHBIL:

— MMeTb TpPEeJCTaBICHNE 00 MCIOIb30BAHUN OCHOBHBIX MOJOXEHUN Teopuu MH(OpMAaIu-
OHHOM 6e30macHOCTH B pa3nuyHbix obsacTsax MC u uMmeTs npencTaBieHle O HalpaBJIEHUM pas-
BUTHS U IEPCIEKTHBAX 3aILUThl HHPOPMALIUY;

— 3HaThb NPaBOBbIE OCHOBBI 3aIIMUTHl KOMIBIOTEPHOH WH(pOpMAIMU, OpraHU3aLUOHHBIE,
TE€XHUYECKHUE MPOrpaMMHbIe METO/Ibl 3a1inThl HHGopManuu B C, ctannapTel, MOJEIN U METO-
Il UG POBAHUS, METOABI UACHTU(UKAIIMH MTOJIB30BATENeH, METO/IbI 3aIUTHI IPOTPaMM OT BH-
PYyCOB;

— YMeTb IPUMEHSTh METO/IbI 3alIUTH KOMITBIOTEPHOH MH(DOPMAIIUK MPU TPOSKTUPOBAHUT
NC B pa3nuuHbIX MPEIMETHBIX 00JIACTSIX.

2. MeToapb! 1 hopma opraHusauumn odby4eHus

Jns ycremHoro OCBOCHHS AMCIHHUIUIMHBI MPUMEHSIOTCS pPa3iMuHble 00pa30BaTeIbHbIC
TEXHOJIOTHH, KOTOPhIE 00ECIICYNBAIOT JOCTH)KCHHUE TIAHHUPYEMBIX PE3yJIbTaTOB OOy4YeHHS CO-
[JIaCHO OCHOBHOM 00pa3oBaTeNbHON MpOrpaMMe, C y4eToM TpeOoBaHHil K 00beMy 3aHATHI B MH-
TEPaKTUBHOMH (hopMme.

WuTepaktuBHbIe POPMBI 00YUEHHS, KOTOPBIE UCIIONIB3YIOTCS B IaHHOM KypCe, BKIIOYAIOT:
«Pabota B komaHe» U «I1OMCKOBBII METOIY.

J1st KOHTPOJST OCBOCHMSI KOMITETEHIMI HCIONB3YIOTCS Cleayromue (HOpMbl KOHTPOJIS:
3alMTa J1a00paTOPHBIX pabOT, OMPOC M0 U3YHAEMbIM pa3jiesiaM JUCIUTIINHBI, TECTHI.

3. MecTto ancuunnuHel B cTpyktype OOl

Hucnurnnuna «MabopmarimonHas 6€30MacHOCThY» OTHOCUTCS K YHUCITY JTUCIHUIUIMH Bapua-
TUBHOU yacTu npodeccuoHanbHoro mukia. «MHpopmannonHas 06e30MacHOCTh» Kak ydeOHas
TMCIATUTMHA B CHCTEME MOJATOTOBKH OakanaBpoB mo Hampasienuto 09.03.03 «IIpuxmagnas nH-
dopmaTrka» CBs3aHa C TUCHMIUIMHaMHU ydyeOHoro ruiaHa: «MaremaTuka», «JluckpeTHas mare-
matuka», «MHpopmaTuka u mporpaMMupoBaHue», «OCHOBBI aITOPUTMH3AINU U SI3BIKH TPO-
IPaMMHPOBAHUs», «BBIUNCINTENBHBIE CUCTEMBI, CETH M TEJIEKOMMYHUKALUNY, «OnepaluoHHbIe
CHCTEMBID».

3HaHUS U HaBBIKHU, MTOJyYEHHbIE IPU U3YYEHUU 3TOH JUCHUIUIMHBL, UCTIOIB3YIOTCS B JIUC-
UIUTHHE TIpodeccroHanbHOro nukia: «lIpoektupoBanue WHGOPMAIMOHHBIX CHCTEM» W BBI-
MYCKHOM KBaJM(UKAIIMOHHON padoTe.

4. MpakTnyeckme 3aHaTUs

4.1 ®PedepasrbHble 3aKOHbI 8 061aCMU UHPOPMAYUOHHOU 6€30NACHO-
cmu

OCHOBBI POCCHUHCKOTO 3aKOHOJATENIbCTBA B cepe 3amuThl HHHOPMAIUU: 3aKOH 00 WH-
dopmanuu, HHPOPMAITMOHHBIX TEXHOJIOTUAX U 3alUTe WH(OPMAIMK; 3aKOH O FOCYJapCTBEHHOMN
TaliHe; 3aKOH O 3alllUTe MEPCOHANbHBIX JaHHBIX; 3aKOH 00 3JEKTPOHHOM IUGPOBOI MOAMHCH.
OTBETCTBEHHOCTH 3a MPABOHAPYILICHUS U MPECTYIUIEHHs B c(hepe KOMIbIOTEPHON MH(OpMAIIH
Y 3alIUTHl HHPOPMAIIHH.



KoHTponbHbIE BOTPOCHI

1. Oxapakrepusyiite HHPOPMALIHIO U €€ OCHOBHBIE ITIOKA3aTEIH.

2. OCHOBHBIE TMOJIOKEHUS 3aKOHA 00 MH(pOpMaLuK, UHYOPMALIMOHHBIX TEXHOJIOTHSIX U 3a-
muTe HHHOPMAIIUH.

3. OcHOBHBIE TIOJIO’KEHUS 3aKOHA O FOCYIapCTBEHHOW TaliHe.

4. OCHOBHBIE TTOJIOKEHUS 3aKOHA O 3aIUTE MEPCOHAIBHBIX JTAHHBIX.

5. OcHOBHBIE TIOJIO’KEHUS 3aKOHA 00 AJIEKTPOHHOHN LU(PPOBOI MOAMUCH.

4.2 [Ioaumuku 6e3onacHocmu. OCHOBHbIE MOJeAU NOAUMUKU 6e3-
ondacHocmu

[Tomutuka GezomacHocTH. Moaenu Oe3omacHocTH. Kpurepuu M KJIacChl 3aIlUICHHOCTH
CPEICTB BBIUMCIUTEILHON TEXHUKU U aBTOMATU3UPOBAHHBIX MH(OpManMOHHBIX cucteM. CTaH-
JAapThI 110 OLCHKE 3allIUIIICHHBIX CUCTCM.

KoHTpoJIbHBIE BOIIPOCHI

1. Yro Takoe «monuTuka 6€30nacHOCTU»?

2. Yem oTimyaeTcs MOHATHE «MOJIEIH 0€30MaCHOCTHY OT TOHATHUS «ITOJUTHKU O€30IacHO-
cTU»?

3. B xakux ciayvasx MpUMEHSIOTCS MOJeNH 0e30macHOCTH?

4. OCHOBHBIE MOJIENU MOJIUTUK O€3011aCHOCTU?

4.3 Cummempu4Hble KpunmozpaguuecKkue memoadbsl

CuMmmMmeTpuuHble cucTeMbl MHM(POBaHUSA (CHCTEMBbI C CEKPETHBIM KIIIOUOM): IOTOYHBIE
mmdpsl, 610uHble HUGPBHI. AMEpUKAaHCKUI cTaHaapT mudpoBanus DES: anroputm, ckopocTb
paboThl Ha pa3IMYHBIX IIATPOPMAX, PEKHUMBI MOIb30BAHUS, OCHOBHBIE PE3YJIbTAThI [0 aHAIU3Y
croiikoctu. OtedecTBeHHBIN cTanaapT mudpoanus ganHbx ['OCT 28147-89: anroputMm, cKo-
pPOCTh pabOTHI HAa PA3IMYHBIX MIIATPOPMAX, PEKUMBI IOJIB30BAHHUS.

KoHTtposnbHbIE BOIPOCH

1. TIpyHIHUTIBL, UCTIONIB3YEeMBIE [T TOBBIIIEHUS] CTOMKOCTH mudpa?

2. IlpuBeauTe cxemy M OOBSICHUTE MPUHIMIT PaOOTHI 6J1I04HOTO MHUppa.
3. HaiiTe xapakrepuctuky mmdpa DES.

4. Taiite xapakrepuctuky mudppa 'OCT 28147-89.

5. Ilepeuncimre ocHoBHBIC pazmmuuns Mexay DES u TOCT 28147-89.
6. UTo Takoe — pexuM npuMeHeHus 6s1ouHoro mudpa?

4.4 [lomouHbsie wugpul. Kpunmoepaguueckue xew-ghyHKyuu

[Tpunumne! norouHoro mudposanus. Aaropurm RC4.

Oynkuus xemupoBanus MDS. OcHoBHbIe cBefieHHs O pyHKIMIX xemupoBanus SHA-1,
RIPEMD-160, SHA-256, SHA-512. Xem-yHknuu Ha 6a3e OJIOYHBIX ITH(PPOB.

KoHTpoIibHBIE BOITPOCHI

1. Yem oTnuyaeTcst MOTOUYHOE U OJ10YHOE MU pPOBAHHE.

2. laiiTe xapakrepucTtuky mugppa RC4.

3. OcHOBHBIE CBOMCTBA KPUNTOIpapHUECKUX XelI-(PYHKITUI.
4. IlpuHuuns! paboThl XeUI-QPYHKIIUH.



5. OcobenHocTH MocTpoeHue xem-pyHKIuu Ha 6aze 0104HOro mudpa.

4.5 Mamemamu4ecKue 0CHO8bI Kpunmozpaguyeckux memnoaooes

OcHOBHbBIC MOHATUS U ONpeleneHus Teopuu uHPopmaiuu. OCHOBHbIE TEOPEMbl TEOPHH
grcen (apudMeTHKa BBIYETOB, Mayas Teopema Depma, Teopema Diiepa, pa3ioKeHUE YuciIa Ha
MPOCThIe COMHOXHUTEIN). Hanbonpimmii o0mmii nenurens. AnroputM Ekiuaa. O6001eHHBINH
anroput™ EBxinzia. Bo3Benenue B creneHb mo MOAymi0. JUCKpeTHbIe Torapu(Mbl B KOHEUHOM
nosie. [loHsATHS OAHOHANpaBieHHONW (DYHKIIMU W OJHOHANPABICHHOW (YHKIMU C JIA3CHKOM.
DJeMEeHTBI TEOPUH CIIOKHOCTH mpodiieM. Kitaccsl crokHOCTH podiieM.

KoHTpoJIbHBIE BOIIPOCHI

. Onumure onepanuio NpUBeIeHUs 0 MOAYIIIO.

. Kakumu cBoiictBamu o0agaer onepanus IpUBEACHUS 10 MOIYIIO?
. [IpuBeuTe onpeaeneHue NpoOCTOro Yuca.

. Kakue n1Ba 4yncia Ha3pIBarOTCS B3aMHO IPOCTHIMU?

. Onpenenute nMoHsATHE 0OPATHOTO 3HAUEHUS IO MOJYIIIO.

. Chopmymupyiite manyro Teopemy depma.

. Haiite onpenenenue ¢pyHkuu Ditnepa.

. Chopmymupyiite Teopemy Ditnepa.

. [lepeuncnure cBOCTBa MPOCTHIX YHCET.
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4.6 Kpunmozpagusi c OmKpsImuvIM KAIOYOM

OcCHOBHBIE CIIOCOOBI HCIOIB30BaHUS AITOPUTMOB C OTKPBITHIM KitouoM. HIudp Hlamupa.
Hudp Dnp-Tamans. Anroputm RSA. Bompocsl cToiikocTr. 3agada pacnpeeseHus KITI0Yei.
Meton Iuddu-Xemmmana

KoHTtposbHbIe BOIPOCHI

1. Yem oTnuvaeTcst KpunTorpadus ¢ OTKPHITHIM KIFOYOM OT CHMMETPUYHBIX MHA(POB?
2. Onumute anroput™ Auddu-Xemnnmana. Yem oGycioBieHa ero 6€30macHOCTh?

3. Onumure anroput™m Hlamupa.

4. Onumute anroput™ Oib-I"amars.

5. Onumure anroput™m RSA.

4.7 InekmpoHHasA yugpoesasi nodnuchw

O6mue cBenenus o0 snekTpoHHON 1UdpoBoit moamucu (DLUIT). Anropurm DIIII B cum-
MeTpuuHOi Kpunrtocucteme. Anroput™m OLII B acummerpuuyHoit kpuntocucreme. IIpoGiema
oOMeHa OTKphITbIMHM Kitouamu mpu OLII. CroxHble MareMaTHyeckue 3aJayd U ajlrOPUTMbI
OUII ¢ orkpeiTeiMu Kitouamu. Anroput™m DSA. Anroputm ['OCT P34.10-94. Cranmapt SLIII
P34.10-2001.

KoHTponbHbIE BONIPOCHI

1. Onummre anroput™ 1udpoBoit moanucu RSA.

2. OnumuTe anropuT™ HUQPpoBor noanucu Iib-I"amans.

3. Onumute anroput™ 1udposoii noamucu DSA (DSS).

4. Onumute anroput™ nudposoit noamucu 'OCT P3410-94.
5. Yto Takoe cepTuuKaT OTKPHITOro Kiroua?



4.8 Memodvl udeHmudgukayuu u npogepku N0 AUHHOCMU NO1b30-
eameu.eli

OcHoBHBbIE NOHATHA U onpezeneHus. [loHsTre kpunTorpagpuueckoro NpoTokoaa. Mero sl
ayTreHTH(UKanuu, ucronb3ytomue napoiau 1 PIN-kopl: Ha OCHOBE MHOTOpa30BBIX Mapojeid, Ha
OCHOBE OJJTHOPA30BbIX MapoJsiel, Ha ocHOBe cepTu¢ukaros. CTporas ayreHTH(UKALKs, OCHOBaH-
Hasi: Ha CUMMETPHYHBIX aJIFOPUTMaX, HA aCHMMETPUYHBIX aJIrOpPUTMaX, Ha OJHOHAIIPABIEHHBIX
xem-QpyHKuusax. buomerprudeckas ayreHTH(GUKaLNS TOIb30BaTEN.

KonTponbHbie BOpochl

1. Yem ortnmuaercs ayreHTH(UKALUSA OT HASHTHPUKAIAN?

2. Yrto Takoe aBropu3anus’?

3. [IpuHIHITBI UCTIONH30BAHKS MHOTOPA30BBIX MAPOJICii?

4. Kak noay4aroT 0JJHOpa30BbIe Mapoun?

5. Kak ucnonb3ytorcst cepTuuKaTsl Ipy ayTeHTU(UKALUH [T0JIb30BaTENeH?

5. Cnncok nutepatypebl
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