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1. Uenb v 3agavv gucymnnuHbl

L]env oucyunaunsl - 03HAKOMUTH CTYI€HTOB C OpraHU3aLMOHHBIMU, TEXHUYECKUMHU, aJIro-
PUTMUYECKMMHU U JPYTUMH METOJaMHU U CPEACTBAMH 3alUThl KOMIIBIOTEPHON MH(opManuu, ¢
3aKOHOJIATENILCTBOM U CTaHJAPTaMH B ATOH 00JIaCTH, C COBPEMEHHBIMH KPHIITOCUCTEMAMH, U3Y-
YEeHHE METO/I0B UJICHTU(UKALIUY TIPU IPOEKTUPOBAaHUM HHPopMannoHHbIX cucteM (HC).

3adauu uzyuenus oucyuniuHvl COCTOAT B TOM, YTO B PE3y/bTAaTe €€ U3YUYEHUS CTYICHTHI
JOJIKHBIL:

— MMeTb TpPEeJCTaBICHNE 00 MCIOIb30BAHUN OCHOBHBIX MOJOXEHUN Teopuu MH(OpMAaIu-
OHHOM 6e30macHOCTH B pa3nuyHbix obsactsax MC u uMeTs npencTaBieHre O HalpaBJIEHUH pas-
BUTHS U IEPCIEKTHBAX 3aILUThl HHPOPMALIUY;

— 3HaThb NPaBOBbIE OCHOBBI 3aIIMUTHl KOMIBIOTEPHOH WH(pOpMAIMU, OpraHU3aLUOHHBIE,
TEXHUYECKHUE MPOrpaMMHbIe METO/Ibl 3a1inuThl HHGopManuu B C, ctannapThl, MOJEIU U METO-
161 UG POBAHUS, METOABI UICHTU(UKAIIMH MOJB30BATENeH, METO/IbI 3alIUTHI IPOTPAaMM OT BH-
pycoB;

— YMeTb IPUMEHSITh METO/IbI 3alIUTH KOMITBIOTEPHOH MH(DOPMAIUK PU TPOCKTHPOBAHUHT
NC B pa3nuuHbIX MPEIMETHBIX 00JIACTSIX.

2. MeTtoabl n hopma opraHusaumm ody4eHus

[Iponiecc M3ydeHUs] AUCHUIUIMHBI «3amuTa HHPOPMALKMK) HANpaBiIeH Ha (popMUpOBaHHE
CIEAYIOIIUX KOMIETECHIINM:

oouwekynomypuvie komnemenyuu (OK):

1) cIoCOGHOCTBIO TOHMUMATH CYIIHOCTh W 3HAa4YeHHE MH(OpMAIK B Pa3BUTHH COBPEMEH-
HOTr0 MH(OPMAIIMOHHOTO OOIIECTBA; BJIaJETh OCHOBHBIMU METOJIaMH, CIIOCO0aMU M CpeACTBaMHU
NOJTyYeHHs, XpaHeHus1, nepepadotku uapopmarmu (OK-11);

2) cnocoOHOCThIO paboTaTh ¢ MH(OpMalUeil B ri100albHBIX KOMIBIOTEPHBIX CHCTEMax
(OK-13).

npogeccuonanvno-cneyuanuzuposanuvie komnemenyuu (IICK):

1) OcymiectBisath otnanky nporpamm (IICK-11);

2) Ucnonb30BaTh METO/IBI U CPEACTBA pa3pabOTKHU TECTOBBIX CLIEHAPUEB M TECTOBOTO KO/a
(IICK-14).

Jlis ycTemHoro OCBOCHMSI TUCIHIUIMHBI MPUMEHSIOTCS pa3inudHble 00pa3oBaTeNbHbBIE
TEXHOJIOTHH, KOTOPhIE 00ECIIeYMBAIOT JOCTHIKCHHUE TIAHUPYEMBIX PE3yJIbTaTOB OOydYeHHS CO-
TJIaCHO OCHOBHOM 00pa3oBaTeNbHON MporpaMMe, ¢ yueToM TpeboBaHUl K 00beMy 3aHSTHI B UH-
TepakTUBHOU (opme.

WuTepaktuBHbIe POPMBI 00YUEHHSI, KOTOPBIE HCIIONB3YIOTCA B JAHHOM Kypce, BKIIIOYAIOT:
«Pabota B komanae» u «IloMCKOBBII METOTY.

JIist KOHTPOJST OCBOCHHSI KOMITETEHIMI HCIONB3YIOTCS CIEAyromue (HOpMbI KOHTPOJIS:
3amuTa Jab0paTOPHBIX padOT, OMPOC MO U3ydaeMbIM pa3jiesiaM JUCITUTUTNHBI, TECTHI.

3. MecTto ancumnnuHel B cTpykType OOI
JucuumumHa «3amyra MHPOPMALUU) OTHOCUTCS K YHMCIy AMCHUIUIMH 0a30BOM YacTu
npo¢eCCHOHATBHOTO UKIA. «3auTa nHopMauu» Kak yueOHas TUCIHUILIMHA B CHCTEME MO~
rotoBku OakanaBpoB 1o HampasieHuto 230100.62 cBs3aHa ¢ IMCHUIUIMHAMU Y4€OHOTO IUIaHa:
«Marematuka», «/luckperHas marematukay, «[IporpammupoBanue».
3HAHMSA U HABBIKU, TOJYYCHHBIC IPU W3YYCHMM JTOW IUCLUILUIMHBI, UCIOJIB3YIOTCA NpU
BBINOJIHEHUH OaKalaBpCKOi KBaTH(PUKAIIMOHHOHN paboThI.



4. JTabopaTopHbI NPaKTUKYM
JlaGopaTopHBIH MPAaKTUKYM IUCHMIUIMHBI "3ammTa uHGopManuu" TMO3BOJBIET MOITYYUTh
MPAKTUYECKHE HABBIKH WCIOJIb30BAHUS M3YYaeMbBIX CTPYKTYP MaHHBIX U 3(()EKTHBHBIX alro-
PUTMOB pEIlIeHUs Pa3IMYHBIX 3a7a4.

4.1 Ilopsi00K 8bINO/IHEHUS 1IA60PAMOPHBLIX pa6om

1) u3y4uTh TEOPETUUECKUI MaTepual o TemMe J1abopaTopHOil paboThI;

2) cOCTaBUTH MPOTPaMMy Ha OJTHOM U3 aJITOPUTMUYECKUX S3BIKOB MPOTPAMMUPOBAHUS JIJIS 3a-
JAHHOTO BapuaHTa 3a/1aHus;

3) BBINIOJIHUTH OTJIAJIKY COCTABJICHHON IPOrpaMMbl U MOKa3aTh MPENO/1aBaTENIo;

4) cOCTaBUTH U 3aLIUTUTH OTYET O JabopaTopHOil paboTe.

4.2 /labopamopHble pab6ombl

1. biiounoe cumMMeTpuyHOE MU pPOBaHUE

2. Uzyuenne IIIIII cuctem kpunrorpaduueckold 3amuThl WHGOPMALNHU, KIACCHYECKas
Kpunrorpadus u pacnpeaeiaeHue Kirouei

3. AcummeTprudHOE mHU(ppOoBaHHE

4. DnextponHas uudponas noanucsd (SLIT)

5. IlpakTiueckoe mpuMeHeHHe KpunTorpaduu ¢ OTKpeIThIM KitodoM. [Taker PGP

6. Kpunrocucrema oneparponsoii cucremsr Windows. CryptoAPI: mmdpoBanue u me-
nmdposanue B CryptoAPI, DLII B mpoekTax Ha CryptoAPI

4.3 KoHmpoJibHble 0npocel

1. OxapakrepusyiiTe THPOPMAIUIO U €€ OCHOBHBIE ITOKa3aTEIH.

2. OcHOBHBIE NOJIOXKEHUS 3aKOHA 00 MH(POPMALIUU, HHPOPMALIMOHHBIX TEXHOJOTHUSIX U 3a-
muTe HHPOPMaLUH.

3. OCHOBHBIE MOJIOKEHUS 3aKOHA O FOCYJapCTBEHHOM TalHe.

4. OcHOBHBIE TIOJIO’KEHUS 3aKOHA O 3alllUTe MEPCOHAIBHBIX JIaHHBIX.

5. OCHOBHBIE MOJOXKEHUS 3aKOHA 00 AIIEKTPOHHOM M(POBOIT MOAIUCH.

6. UTo TaKkoe «IoJIuTHKa O€30MacCHOCTHY»?

7. Yem oTianyaeTcs MOHATHE «MOJIENH 0€30MaCHOCTH» OT MOHATHS «IIOJUTUKH 0€30MacHo-
cTI»?

8. B kakux cirydasx MpUMEHSIOTCS MO/ 0e30MacHOCTH?

9. OCHOBHBIE MOJIENH MTOJIUTHK 0€30I1acHOCTH?

10. ITpuHIMIBI, HCHOIB3yEMBbIE AJIS MOBBIILIEHUS CTOWKOCTH ndpa?

11. [IpuBeauTe cxemy U OOBSICHUTE MIPUHILIUI PAaOOTHI 6JI0UHOTO mHudpa.

12. TaiiTe xapakrepuctuky mugpa DES.

13. MaiiTe xapakrepuctuxy mmdpa 'OCT 28147-89.

14. Tlepeuncnure ocHoBHbIE pasnuuust Mexay DES u TOCT 28147-89.

15. Yro Takoe — pexum npumMeHeHus 0104yHoro mudpa?

16. Yem oTnuyaercs moToyHOe U OJI109HOE (P POBAHUE.

17. MaiiTe xapakrepuctuky mmppa RC4.

18. OcHoBHBIE CBOKCTBA KpUNTOrpadhUUECKUX Xem-(pyHKINH.

19. Ipunanumnsr paboTH XemI-G YHKIIUH.

20. Ocobennoctu noctTpoeHue xenr-GyHkun Ha 6ase 06J1049HOTO mudpa.

21. OnumuTe ornepanuio MPUBEACHUS IO MOIYJIIO.

22. KakuMmu cBoiicTBamMu 00J1aaeT omeparus IpUBeISHUs 10 MOIYIIO?

23. [IpuBeauTe onpeneneHne MpocToro Yucia.



24. Kakue aBa yuciia Ha3bIBAIOTCS B3AMMHO TIPOCTHIMU?

25. Onpenenute MOHATUE OOPATHOTO 3HAYECHHUS 110 MOYJIIO.

26. Chopmynupyiite Mainyio Teopemy Depma.

27. Jlaiite onpenenenue GyHKIMU DHmepa.

28. ChopmynupyiiTe Teopemy Diimepa.

29. IlepeuncnuTe CBONCTBA MPOCTHIX YHCEIL.

30. Yem ornnuaercss Kpuntorpadus ¢ OTKPBHITHIM KIIIOUOM OT CHUMMETPHYHBIX MIU(PPOB?
31. Onumure anroputm Juddu-Xemmana. Uem oOyciioBieHa ero 6€301macHOCTh?
32. Onumure anroputM Llamupa.

33. OnumuTe anroput™ Dib-1"amars.

34. Onummte anroput™ RSA.

35. Onumure anroput™ mudpoBoi moanucu RSA.

36. Onummte anroput™ nudpoBoit moamucu Dib-I"amas.

37. Onumure anroputM nudposoi moamucu DSA (DSS).

38. Onummre anroput™ nugposoit moxmucu 'OCT P3410-94.

39. Uto Takoe cepTu(HUKAT OTKPHITOrO Kiroda?

40. Yem ornmuaercs ayreHTH(GUKAIUS OT uaeHTH(GUKauu?

41. Yrto Takoe aBTOpH3aIs?

42. TIpUHIUTIBI UCTTOJIB30BAHUS MHOTOPA30BhBIX MApOJIei?

43. Kak moity4aroT 0IHOpa30BbIe MapoIn?

44. Kak ucIoyib3yroTcs cepTu(UKaThl IpU ayTeHTU(UKALMY [10JIb30BaTEIEH?
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