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1. Llenb n 3apgaum ancumnmnmHbl

L]env oucyunaunbl — 03HAKOMUTH CTYIEHTOB C OPTaHU3allMOHHBIMU, TEXHUUYECKUMH, aJIr0-
PUTMUYECKMMHU U JPYTUMH METOJaMHU U CPEACTBAMH 3alUThl KOMIIBIOTEPHON MH(opManuu, ¢
3aKOHOJIATENILCTBOM U CTaHJAPTaMH B 3TOH 00JIaCTH, C COBPEMEHHBIMU KPUIITOCHCTEMaMH, U3Y-
YEeHHE METO/I0B UJICHTU(UKALIUY TIPU IPOEKTUPOBAaHUM HHPopMannoHHbIX cucteM (HC).

3adauu uzyuenus oucyuniuHvl COCTOAT B TOM, YTO B PE3y/bTAaTe €€ U3YUYEHUS CTYICHTHI
JOJIKHBIL:

— MMeTb TpPEeJCTaBICHNE 00 MCIOIB30BAHUN OCHOBHBIX MOJOXEHUN Teopuu MH(OpMAaIu-
OHHOM 6e30macHOCTH B pa3nuyHbiX obsacTsax MC n uMeTh NpeacTaBiIeHUE O HAIIPABICHUH pas3-
BUTHS U IEPCIEKTHBAX 3aILUThl HHPOPMALIUY;

— 3HaThb NPaBOBbIE OCHOBBI 3aIIMUTHl KOMIBIOTEPHOH WH(pOpMAIMU, OpraHU3aLUOHHBIE,
TEXHUYECKHUE MPOrpaMMHbIe MeTO/Ibl 3a1iuThl HHGopMmauuu B C, cranaapThl, MOJEIN U METO-
Jbl IU(PPOBAHUS, METO/BI UJIEHTU(DUKALUN OJIb30BaTENEH, METO/IbI 3AIUTHI IPOTPaMM OT BU-
pycoB;

— YMeTb IPUMEHSITh METO/IbI 3alIUTH KOMITBIOTEPHOH MH(DOPMAIUK PU TPOCKTHPOBAHUHT
NC B pa3nuuHbIX MPEIMETHBIX 00JIACTSIX.

2. MeTtoabl n hopma opraHusaumm ody4eHus

[Iponiecc M3ydeHUs] AUCHUIUIMHBI «3amuTa HHPOPMALKMK) HANpaBiIeH Ha (popMUpOBaHHE
CIEAYIOUUX KOMIIETEHIIHA:

oouwekynomypuvie komnemenyuu (OK):

1) cIoCOGHOCTBIO TOHMUMATH CYIIHOCTh W 3HAa4YeHHE MH(OpMAIK B Pa3BUTHH COBPEMEH-
HOTr0 MH(OPMAIIMOHHOTO OOIIECTBA; BIAZeTh OCHOBHBIMU METO/IaMH, CIIOCO0aMM M CPeACTBaMU
NOJTyYeHHs, XpaHeHus1, nepepadotku uapopmarmu (OK-11);

2) cnocoOHOCThIO paboTaTh ¢ MH(OpMalUeil B ri100albHBIX KOMIBIOTEPHBIX CHCTEMax
(OK-13).

npogeccuonanvno-cneyuanuzuposanuvie komnemenyuu (IICK):

1) OcymiectBisath otnanky nporpamm (IICK-11);

2) Ucnonb30BaTh METOBI U CPEACTBA pa3pabOTKHU TECTOBBIX CLIEHAPUEB M TECTOBOIO KO/
(IICK-14).

Jlis ycTemHoro OCBOCHMSI TUCIHIUIMHBI MPUMEHSIOTCS pa3inudHble 00pa3oBaTeNbHbBIE
TEXHOJIOTHH, KOTOPBhIE OOECIEUYHBAIOT JOCTHKCHUE TUIAHUPYEMBIX PE3yIbTaTOB OOY4YEHUs CO-
TJIACHO OCHOBHOM 00pa3oBaTeNbHON MporpaMMe, C y4eToM TpeOoBaHUI K 00beMy 3aHATHI B MH-
TepakTUBHOU (hopme.

WuTepaktuBHbIe POPMBI 00YUEHHSI, KOTOPBIE HCIIONB3YIOTCA B JAHHOM Kypce, BKIIIOYAIOT:
«Pabota B komanae» u «IloMCKOBBII METOTY.

JIist KOHTPOJSI OCBOCHMSI KOMITETEHIIMI HCIIONB3YIOTCSA CIEAyIomme (HOpMBI KOHTPOJIS:
3amuTa Jab0paTOPHBIX padoT, OTIPOC MO U3yYaeMbIM pa3jiesiaM JUCITUTUTNHBI, TECTHI.

3. MecTto ancumnnuHel B cTpykType OOI
JucuumumHa «3amyra MHPOPMALUU) OTHOCUTCS K YHMCIy AMCHUIUIMH 0a30BOM YacTu
npo¢eCCHOHATBHOTO UKIA. «3amuTa nHopMauu» Kak yueOHas TUCIHUIUIMHA B CHCTEME MO/~
rotoBku OakanaBpoB 1o HampasieHuto 230100.62 cBs3aHa ¢ IMCHUIUIMHAMU Y4€OHOTO IUIaHa:
«Marematuka», «/luckperHas marematukay, «[IporpammupoBanue».
3HAHMSA U HABBIKU, TOJYYCHHBIC IPH W3YYCHHM JTOW IUCLUIIIMHBI, MCIONb3YIOTCS MpU
BBINOJIHEHUH OaKalaBpCKOi KBaTH(PUKAIIMOHHOHN paboThI.



4. [MpaKkTnyeckmne 3aHATUA

4.1 dPedepasibHble 3aKOHbI 8 06/1aCMU UHEHOPMAYUOHHOU 6€30NACHO-
cmu

OCHOBBI POCCHHCKOTO 3aKOHOJATENbCTBA B cepe 3amuThl WHPOPMAIMK: 3aKOH 00 WH-
dopmannu, HHPOPMAITMOHHBIX TEXHOJIOTHAX H 3aIIUTe HH(OOPMAIMH; 3aKOH O TOCY1apCTBEHHON
TaifHe; 3aKOH O 3alUTe MEPCOHAIBHBIX JTAHHBIX; 3aKOH 00 3JEKTPOHHOI IH(POBOH MmoamuCH.
OTBETCTBEHHOCTH 3a MPABOHAPYLICHUS U MPECTYIUICHHUS B chepe KOMIBIOTEPHOM MHPOPMALIUU
¥ 3alUTHl HHpOpManuy.

KoHTpoIbHBIE BOPOCHI

1. Oxapakrepu3yiiTe HHPOPMAILHIO U €€ OCHOBHBIE ITOKA3aTEIH.

2. OCHOBHBIE TTOJIOKECHHS 3aKOHA 00 MH(popManuu, HHHOPMAITMOHHBIX TEXHOJIOTHAX U 3a-
muTe HHGHOPMAIUH.

3. OcHOBHBIE TIOJIO’KEHUS 3aKOHA O TOCYIapCTBEHHOMU TaiiHe.

4. OCHOBHBIE TTOJIOKEHUS 3aKOHA O 3aIIUTE MEPCOHATBHBIX JTAHHBIX.

5. OCHOBHBIC TTOJIOKEHUS 3aKOHA 00 AJIEKTPOHHOH ITU(POBOM MOIHCH.

4.2 [Ioaumuku 6e3onacHocmu. OCHOBHblIE M0OdeaU NOAUMUKU 6e30-
nacHocmu

[Tonutuka G6e3omacHocTi. Moaenu 6e3omnacHocTu. Kputepun u Kiacchl 3allUIIEHHOCTH
CPE/CTB BBIUMCIUTEIBHOW TEXHUKHU U aBTOMAaTU3MPOBAHHBIX MH(OpMAIMOHHBIX cucteM. CtaH-
JapThI 11O OLCHKE 3allIUIIICHHBIX CUCTEM.

KoHTpoJIbHBIE BOIIPOCHI

1. Yto Takoe «moJuTHKa 0€30IacCHOCTHY?

2. Uem oTMYaeTCs MOHIATUE «MOJCIU 0€30IaCHOCTHY OT IOHSTUS «IIOJUTHKHA 0€30IacHO-
cTu»?

3. B kakux cny4asx NpUMEHSIOTCS MOJenu 0€30MacHOCTH?

4. OCHOBHBIE MOJCIH MTOJIMTUK O€30IaCHOCTH?

4.3 Cummempu4Hble KpunmozpadguuecKue memoadbsl

CuMMeTpuuHble CHUCTEMbl MU(GPOBAHUSA (CHUCTEMBI C CEKPETHBIM KIIIOUOM): TOTOYHBIE
mudpsl, 610ouHbe MWHUEGPBI. AMEpUKaHCKUH cTanaapT mudpoBanus DES: aaroputm, ckopocTb
paboThl HAa pa3NUYHbBIX TUIATHOPMax, PEKUMBI MOJIb30BaHUS, OCHOBHbBIE PE3YIbTAThI [10 aHAIHU3Y
ctoiikocTu. OtedyecTBeHHBIN cTanaapT mudposanus gaHHbix ['OCT 28147-89: anroputMm, cKo-
pocTh pabOTHI Ha pa3IUYHBIX IIAT(GOpMax, peKUMBbI OJIb30BAHMUS.

KoHTpoJibHBIE BOITPOCHI

1. TIpuHIHMITBEL, UCTIONIB3YEMBbIE [T MOBBIIIEHUS CTOMKOCTH mudpa?

2. [lpuBenTe cxemy 1 OOBSICHUTE TIPUHIIAIT PA0OTHI OJI0YHOTO THdpa.
3. Haiite xapakrepuctuky mmdpa DES.

4. Jlatite xapaktepuctuky mudpa 'OCT 28147-89.

5. Ilepeuncnute ocHoBHBIE paznuuus Mexxay DES u 'OCT 28147-89.
6. Uto Takoe — pexxuM mpuMeHeHus 0J109HOoTOo Mmudpa?



4.4 [lomoyHbsle wugpovl. Kpunmozpaguyeckue xew-ghyHkyuu

[Tpuniune! notoyHoro mudpoanus. Anroputm RC4.
Oynaknus xemmpoBanus MDS. OcHoBHBIE cBeleHus 0 GyHKIMIX xemupoBaHus SHA-1,
RIPEMD-160, SHA-256, SHA-512. Xem-pynkuuu Ha 6a3e 0JI0YHBIX MIU(PPOB.

KoHTpoJIbHBIE BOIIPOCHI

1. YeM oTamvaercss HOTOYHOE U OJI0YHOE MHU(pOBaHHE.

2. Maiite xapakrepuctuky mugpa RCA4.

3. OCHOBHBIE CBOMCTBA KPUNTOTPAPUIESCKUX XeIT-(YHKITHA.

4. ITpuHuMIBl pabOTHI XeUI-(PYHKIUH.

5. OcobeHHOCTH MOCTPOCHKE Xen-QyHKIIMU Ha 6a3ze 0109HOTO mHdpa.

4.5 Mamemamuu4ecKkue 0CHO8bI Kpunmozpaguyeckux Mmemoados

OCHOBHBIC TIOHATHS W OnpeAeNeHuss Teopur HHPopManuu. OCHOBHBIE TEOPEMBI TEOPHUU
yrcen (apudmeTHKa BpIYETOB, Manas Teopema depma, TeopeMa Ditnepa, pa3noKeHUE YUCIA Ha
POCThIe COMHOXHTENH). Hanbonpmmii oOmmit nenurens. AnroputM Ekimmma. O6001eHHBIH
anroput™ EBknmna. Bo3Benenue B crenenb mo Moayio. JuckpeTHbie 1orapuMbl B KOHEYHOM
nosie. [loHsTus ogHOHampaBieHHON (YHKIUU W OJHOHANPABICHHOW (DYHKLIHU C JIA3EUKOM.
DNeMEeHTBI TEOPHH CI0KHOCTH TTpodsieM. Kiacchl ciioxkHOCTH mpobiiem.

KoHTtposbHbIe BOIPOCHI

. OnummTe onepanuio MPUBEICHHS IO MOTYJIIO.

. Kakumu cBoiictBamu o0agaer onepauus NpUBEACHUS 10 MOJYIIO?
. [IpuBeuTe ONpeeeHue MPOCTOro YNCIIA.

. Kakue nBa yncia Ha3pIBatOTCA B3aMMHO MPOCTHIMU?

. Onpenenute NOHATHE 0OPATHOTO 3HAUEHUS IO MOJYJIIO.

. Chopmynupyiite manyio Teopemy depma.

. Haiite onpenenenue ¢pyHkuuu Jitepa.

. Chopmynupyiite Teopemy Diinepa.

. [lepeunciure cBOKCTBA MPOCTHIX YUCEL.

O 0 1N DN K W —

4.6 Kpunmozpadusi c OmKpbimuimM KAI04O0M

OcCHOBHBIE CTIOCOOBI UCIIOJIB30BAHUS AJITOPUTMOB ¢ OTKPHITHIM KitodoM. [Iudp [lamupa.
HIudpp Dnp-T'amansa. Anroputm RSA. Bormpocsl cToiikocTu. 3agada pacmpeeneHus KIIoUei.
Meton uddu-Xemnmana

KoHTpoJibHBIE BOITPOCHI

1. Yem oTnuyaeTcst KpunTorpadus ¢ OTKPHITHIM KIOYOM OT CHMMETPHUYHBIX U (POB?
2. Onumute anroput™m Auddu-Xemnnmana. YUem oOyciaoBieHa ero 6€30macHoCTb?

3. Omumnre anroputm Hlamnpa.

4. OnumuTe anroput™ Dib-I"amass.

5. Omumnre anroputm RSA.

4.7 InekmpoHHasA yugpoeasi noonucs

O6mue cBenenus o0 snekTpoHHON 1UdpoBoit moamucu (DLIT). Anropurm SLII B cum-
MeTpuuHOi Kpurnrocucteme. Anroputm OLII B acummerpuunoil kpuntocucreme. IIpobiema
obmeHa OTKpeIThIMH Kitouamu Tipu DI, CrokHble MaTemMaTHYecKue 3aJayd W aJrOPUTMBI
OUII ¢ orkpeiTeiMu KiItouamu. Anroputm DSA. Anroputm ['OCT P34.10-94. Cranmapt JLII



P34.10-2001.

KoHTpoJIbHBIE BOIIPOCHI

1. Onumute anroput™ 1udpoBoit moanucu RSA.

2. OnumuTe anropuT™ HUQpoBor noanucu Iib-I"amans.

3. Onumure anroput™ 1udposoi moamucu DSA (DSS).

4. Onumute anroput™ tudposoii noanucu 'OCT P3410-94.
5. Yro Takoe cepTrudHUKaT OTKPHITOTO KiIro4a?

4.8 Memodsl udeHmugukayuu u npogepkKu NOAJIUHHOCMU NO/Ib30-
sameuJeli

OcHoBHbl€ NOHATHUS U onpeneneHud. [lonsaTue kpunrorpaguueckoro nporokosna. Meroabl
ayTeHTU(UKanuu, ucrnonb3yromue napoiau 1 PIN-kozpl: Ha OCHOBE MHOropa3oBbIX MapoJjeil, Ha
OCHOBE OJIHOPA30BBIX Iaposieil, Ha ocHOBe cepTudukaroB. CTporas ayreHTH(UKAIMS, OCHOBAaH-
Hasi: Ha CUMMETPHYHBIX aJIFOPUTMaX, HA aCHMMETPUYHBIX aJITOPUTMaxX, Ha OJHOHAIIPABJIECHHBIX
xem-QyHKIusax. buomerpudeckas ayreHTH()HUKAINS TIOTB30BATES.

KoHTpoJIbHBIE BOIIPOCHI

1. Yem oTnnuaeTcs ayTeHTUHUKAILUSA OT uAeHTUPUKau?

2. Uto Takoe aBTOpU3aIUs?

3. [IpuHIMIBI CTIOIB30BAHUS MHOTOPA30BBIX Mapoieii?

4. Kak noxy4aroT 0JHOpPa30BbIE TapoIu?

5. Kak ucnonp3yroTcst cepTuduKaThl pu ayTeHTHPUKAIIUU TOJIh30BaTeNei?

5. Cnucok nuTepatypsl

5.1 OcHosHasA

1. Mamok A.A., [Tasuzun C.B., Iloroxxun H.C. Beeaenune B 3amuty nHQOpMAIIHN B aBTO-
MaTHU3UPOBAHHBIX CUCTEMaX: Y4eOH. mocobue aiisi By30B. 3-¢ u3a. — M.: ['opsiuast nunus — Tere-
koM, 2005. — 144 c. (50 5k3.)

2. OcHoBbl HH(pOpMaLIMOHHON Oe30macHOCTH: yueOH. nocodue ans By3oB / E.b. benos [u
ap]. — M.: Topsiaas mununs — Tenexom, 2006. — 544 ¢. (50 5k3.)

5.2 JlonoaHumeavHasn

3. MenwsaukoB B.I1. MapopmamonHas 0e301acHOCTh | 3aliTa HHPOPMAITHH: yIeOH. 1o-
cobue s By30B / B. I1. Menbuukos, C. A. Kneiimenos, A. M. Iletpakos ; pex. : C. A. Kueiime-
HOB. — M.: Academia, 2006. — 330 c. (30 ak3.)

4. KynpusnoB A.M. OcHoBBI 3amuThl HHGOpMaLUU: yuebH. mocobue s By3oB / A. U.
KympusHos, A. B. Caxapos, B. A. llleBnos. — M.: Academia, 2006. - 253 c. (50 7x3.)

5. Andepos A. I1. u ap. OcHoBsl Kpunrorpaduu: YdyedHoe nocodbue st By30B. 3-€ u3ll.,
uctp. u non. - M.: 'emuoc APB, 2005. — 479 c. (30 3k3.)

6. Cmapt H. Kpunrorpadus: yuebHuk 1 By3oB: nep. ¢ anri. / nep. C. A. Kynemos, pen.
nep. C. K. Jlaamo. - M.: Texnocdepa, 2005. — 525 c. (10 sk3.)

5.3 Yue6HO-Memoduuyeckue nocoous

7. Crueia B. T'., CronsipoBa H. A. 3ammra undopmarnmu u nHpopmainmonHas 6e3omac-
HOCTh: YueOHoe nmocodue. — Tomck: TYCVYP, 2002. — 158 c. (40 5k3.)



8

8. boituenko MN.B. MHdpopmannonHas 6e30macHOCTh: JlabopaTopHbli npakTukym / WU.B.
boiiuenko, I1.B. Kopukos. — Tomck: TYCVYP, 2007. — 65 c. (48 2k3.)



