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1. Llenb n 3apgaum ancumnmnmHbl

L]env oucyunaunbl — 03HAKOMUTH CTYIEHTOB C OPTaHU3allMOHHBIMU, TEXHUUYECKUMH, aJIr0-
PUTMUYECKMMHU U JPYTUMH METOJaMHU U CPEACTBAMH 3alUThl KOMIIBIOTEPHON MH(opManuu, ¢
3aKOHOJATEIbCTBOM M CTaHIApTaMU B 3TOW 00JIaCTH, C COBPEMEHHBIMU KPUIITOCUCTEMAMHU, U3Y-
YEeHHE METO/I0B UJICHTU(UKALIUY TIPU IPOEKTUPOBAaHUM HHPopMannoHHbIX cucteM (HC).

3adauu uzyuenus oucyuniuHvl COCTOAT B TOM, YTO B PE3y/bTAaTe €€ U3YUYEHUS CTYICHTHI
JOJIKHBIL:

— MMeTb TpPEeJCTaBICHNE 00 MCIOIb30BAHUN OCHOBHBIX MOJOXEHUN Teopuu MH(OpMAaIu-
OHHOM 6e30macHOCTH B pa3nuyHbiX obsacTsax MC n uMeTh NpeacTaBiIeHUE O HAIIPABICHUH pas3-
BUTHS U IEPCIEKTHBAX 3aILUThl HHPOPMALIUY;

— 3HaThb NPaBOBbIE OCHOBBI 3aIIMUTHl KOMIBIOTEPHOH WH(pOpMAIMU, OpraHU3aLUOHHBIE,
TEXHUYECKHUE MPOrpaMMHbIe METO/Ibl 3aiuThl HHPopmauuu B C, craHnapThl, MOJEIN U METO-
Jbl IU(PPOBAHUS, METO/BI UJIEHTU(DUKALUN OJIb30BaTENEH, METO/IbI 3AIUTHI IPOTPaMM OT BU-
pycoB;

— YMeTb IPUMEHSITh METO/IbI 3alIUTH KOMITBIOTEPHOH MH(DOPMAIUK PU TPOCKTHPOBAHUHT
NC B pa3nuuHbIX MPEIMETHBIX 00JIACTSIX.

2. MeTtoabl n hopma opraHusaumm ody4eHus

[Tpouecc wusyuenuss aucuuianHbl «HPOpMalMOHHas O0€30MACHOCTb) HaIpaBJIEH Ha
(GopMUpPOBaHUE CIETYIOIINX KOMIIETEHIIUH:

oouwekynomypuvie komnemenyuu (OK):

1) CcrmocOOHOCTBIO CaMOCTOSTENILHO TMPHOOpPETaTh M HCIOJB30BaTh B IMPAKTHUECKON
JeATeIBHOCTH HOBBIC 3HAHUS U YMEHHsI, CTPEMUTHCS K camopasBuThio (OK-5)

2) CHIOCOOHOCTHIO TOHMMATh CYIIHOCTh UM 3HAYeHHE WH(OpMAMH B Pa3BUTHU
COBPEMEHHOT0 MH(OPMAITMOHHOTO OOIIECTBA, CO3HABATH OMACHOCTU U YTPO3bl, BOSHUKAIOIIUE B
ATOM TIpoIiecce, COOJ0IaTh OCHOBHBIE TPeOOBaHMS MHPOPMAIMOHHOW O€30MacHOCTH, B TOM
YHCIIe 3alUThI TocyaapcTBeHHoN TaitHbl (OK-13).

npogeccuonanvnvie komnemenyuu (I1K):

1) cHocoGHOCTBIO aHANM3MPOBATH M BHIOMPATH METOABI M CpEACTBA ObecTedeHus
uHdopmarmonnoi 6ezonacuoctu (IMK-18).

s ycremHoro OCBOEHMSI JUCHUIUIMHBI MPUMEHSIIOTCS pa3jnyHble 00pa3oBaTeIbHbIE
TEXHOJIOTUH, KOTOpbIE 00ECHEeUnBAIOT JOCTHKEHHUE IUIAHUPYEMBIX PE3yJbTaTOB OOydYeHHs CO-
[JIaCHO OCHOBHOM 00pa3oBaTebHON MpOrpaMMe, ¢ y4eToM TpeOoBaHHi K 00beMy 3aHSITHI B MH-
TEpaKTUBHON (opMme.

WnTepakTuBHBbIE POPMBI 00YUEHHSI, KOTOPBIE HCTIONB3YIOTCS B IaHHOM KypCe, BKIIOYAIOT:
«Pabota B komanae» u «IIoMCKOBBII METOIY.

Jl1si KOHTPOJsT OCBOEHMSI KOMITETEHIMI HCIONIb3YIOTCS Cleayromue (HOopMbl KOHTPOJIS:
3alUTa J1abopaTOPHBIX paboT, ONPOC MO U3yYaeMbIM pa3ziesiaM TUCIUILIHHBI, TECTHI.

3. MecTto gucuunnuHel B cTpykType OOI

Huctunnmna «MHpopmanronHas 6€30MacHOCThY OTHOCUTCS K YHCIY IUCHUIUIMH BapHa-
TUBHOU dYacT mpodeccuoHanbHoro nukia. «MubopmarmonHas 0e30MacHOCTh» Kak ydeOHas
TUCITUIIIMHA B CHCTEME MOATOTOBKH OakanaBpoB 1o HampasieHuio 230700.62 cBsi3aHa ¢ JUCITH-
IUIMHaMHU y4ueOHoro 1utaHa: «Maremartukay, «/luckpetHas maremaruka», « HpopmaTHKa U mpo-
rpaMMupoBanuey», «OCHOBBI alrOPUTMHU3ANNN U S3BIKA MPOTPAMMHUPOBAHUSY», «BBIYHCIUTEND-
HBIE CUCTEMBI, CETH U TEJIEKOMMYHHKAIIUNY, «OTnepalioHHbIe CUCTEMBDY.

3HAaHUS Y HABBIKH, TIOTYyYEHHBIC TPU U3YUYEHUU ITOW JUCHUIUIMHBI, UCIOJB3YIOTCS B JIUC-
nUIUIMHE npodeccroHanbHoro mukia: «lIpoekTrupoBanue HHPOPMAITMOHHBIX CUCTEM» U BBIY-



CKHOM KBaJM(HUKAIIMOHHOH paboTe.

4. [MpaKkTnyeckme 3aHATUA

4.1 dPedepasibHble 3aKOHbI 8 06/1aCMU UHEHOPMAYUOHHOU 6€30NACHO-
cmu

OCHOBBI POCCHHCKOTO 3aKOHOJATENbCTBA B cepe 3amuThl MHGOPMALUK: 3aKOH 00 HH-
dopmanuu, HHPOPMAITMOHHBIX TEXHOJIOTUAX H 3aIUTE WH(OPMAIMK; 3aKOH O TOCYJapCTBEHHOMN
TaifHe; 3aKOH O 3allUTe NMEPCOHAIBHBIX JTAHHBIX; 3aKOH 00 3JEKTPOHHOI IU(POBOH moamuCH.
OTBETCTBEHHOCTH 3a MPABOHAPYLICHHUS U MPECTYIUICHHS B cepe KOMIBbIOTEPHON MH(OpMaIIH
¥ 3alUTHl HHpOpManuy.

KoHTpoibHBIE BOIIPOCHI

1. Oxapakrepu3yiiTe HHPOPMAILIHIO U €€ OCHOBHBIE TOKA3aTEIH.

2. OCHOBHBIE TOJIOKECHHS 3aKOHA 00 MH(pOopManuu, HHHOPMAITMOHHBIX TEXHOJIOTHAX U 3a-
muTe HHHOPMAIIUH.

3. OcHOBHBIE TIOJIO’KEHUS 3aKOHA O FOCYIapCTBEHHOMU TaiiHe.

4. OCHOBHBIE TTOJIOKEHUS 3aKOHA O 3aIIUTE MEPCOHAIBHBIX JTAHHBIX.

5. OCHOBHBIC TTOJIOXKEHUS 3aKOHA 00 AJIEKTPOHHOH ITU(POBOM MOIHCH.

4.2 [Ioaumuku 6e3onacHocmu. OCHOBHblIE M0OdeaU NOAUMUKU 6e30-
nacHocmu

[Tonmutuka G6e3omacHocTH. Moaenu 6e3omacHoctu. Kpurepun u Kiiacchl 3alllMIIEHHOCTH
CPECTB BBIUMCIUTEIBHOW TEXHUKU M aBTOMATU3UPOBAHHBIX MH(OPMAIMOHHBIX cucTeM. CTtaH-
JapThI 1O OLCHKE 3allIUIIICHHBIX CUCTCM.

KoHTposbHbIe BOIPOCH!

1. Yro Takoe «oauTHKa 6€30MacHOCTH?

2. Yem oTimMyaeTcs MOHATHE «MOJIENH 0€30MaCHOCTH» OT MOHATHUS «ITOJUTHKU O€30IacHO-
CTU»?

3. B xakux ciaydasx NpUMEHSI0TCs MOJienu 0e30MacHOCTH?

4. OcHOBHBIE MOJIENH MOJIUTHUK 0€301aCHOCTHU?

4.3 Cummempu4Hble Kpunmozpadguueckue memoadbsl

CuMMeTpuuHble CHUCTEMbl HU(GPOBAHUSA (CHUCTEMBI C CEKPETHBIM KIIIOUOM): MOTOYHBIE
mmdpsl, 610uHbe MHUGPBL. AMEpUKaHCKUH cTanaapT mudpoBanus DES: anroputM, ckopocTb
paboThl HAa pa3NUYHbBIX TUIATHOPMax, PEKUMBI MOJIb30BaHUS, OCHOBHbBIE PE3YIbTAThl [10 aHAIHU3Y
ctoiikocTu. OteyecTBeHHBIN cTanaapT mudpoanus ganueix ['OCT 28147-89: anroputMm, cKo-
pocTh pabOTHI Ha Pa3IMYHbIX IIaT(GOpMax, PeKUMBI MTOJIb30BAHMS.

KoHTpoJibHBIE BOITPOCHI

1. TIpyHIHMIIBL, UCTIONIB3YEeMBbIe [T MOBBIIIEHUS CTOMKOCTH mudpa?

2. [IpuBenuTe cxemy U OOBSICHUTE TPUHIIUI pabOTHl OJIOYHOTO mHdpa.
3. Haiite xapakrepuctuky mmdpa DES.

4. Jlatite xapaktepuctuky mudpa 'OCT 28147-89.

5. Ilepeuncnute ocHoBHBIE paznuuus Mexxay DES u 'OCT 28147-89.
6. Uto Takoe — pexxuM mpuMeHeHus 0109HoTOo mudpa?



4.4 [lomoyHbsle wugpovl. Kpunmozpaguyeckue xew-ghyHkyuu

[Tpuniune! notoyHoro mudpoanus. Anroputm RC4.

Oynaknus xemmpoBanus MDS. OcHoBHBIE cBeneHus 0 GyHKIMsIX xemupoBanus SHA-1,
RIPEMD-160, SHA-256, SHA-512. Xem-pynkuuu Ha 6a3e OJI0YHBIX IIH(PPOB.

KoHTpoJIbHBIE BOIIPOCHI

1. YeM oTamvaercss HOTOYHOE U OJI0YHOE MHU(pOBaHHE.

2. Maiite xapakrepuctuky mugpa RCA4.

3. OCHOBHBIE CBOMCTBA KPUNTOTPAPUIESCKUX XeIT-(YHKITHA.

4. ITpuHuUIBl pabOTHI XeUI-(PyHKIUH.

5. OcoOeHHOCTH MOCTPOCHKE XeNI-QyHKIIMU Ha Oa3e 0109HOTOo mmdpa.

4.5 Mamemamuu4ecKkue 0CHO8bI Kpunmozpaguyeckux Mmemoados

OCHOBHBIC TIOHATHS W OnpeAeNeHuss Teopur HHPopManuu. OCHOBHBIE TEOPEMBI TEOPHUU
yrcen (apudMeTHKa BbIYETOB, Manas Teopema depma, Teopema Dilepa, pa3noKeHUE YUCIa Ha
POCThIe COMHOXHTENH). Hanbonpmmii o0mmii genurtenb. AnroputM Epkimma. O600meHHbINH
anroput™ EBknmna. Bo3Benenue B crenenb mo Moayio. JuckpeTHbie 1orapuMbl B KOHEYHOM
nosie. IloHsTus onHOHampaBieHHON (YHKIUMU U OJHOHANPABICHHOW (PYHKUMU € J1a3eiKoi.
DNEeMEeHTHI TEOPHH CI0KHOCTHU MTpobsieM. Kiacchl clioskHOCTH mpobieMm.

KoHTtposbHbIe BOIPOCHI

. OnummTe onepanuio MPUBEICHHS IO MOTYJIIO.

. Kakumu cBoiictBamu o0agaer onepauus NpUBEACHUS 10 MOJYIIO?
. [IpuBeuTe ONpeeeHue MPOCTOro YNCIIA.

. Kakue nBa yncia Ha3pIBaroTCA B3aMMHO MTPOCTHIMU?

. Onpenenure NoHATHE 0OPATHOTO 3HAUEHUS IO MOJYIIIO.

. Chopmynupyiite manyio Teopemy depma.

. Haiite onpenenenue ¢pyHkuuu Jitepa.

. Chopmynupyiite Teopemy Diinepa.

. [lepeunciure cBOKCTBA MPOCTHIX YUCEL.

O 0 1N DN K W —

4.6 Kpunmozpadgusi c OmKpbImuIM KAI04OM

OcCHOBHBIE CTIOCOOBI UCIIOJIB30BAHUS AJITOPUTMOB ¢ OTKPBITHIM KitouoMm. [ludp lamupa.
HIudpp Dnp-T'amansa. Anroputm RSA. Bormpocsl cToiikocTu. 3agada pacmpeeneHus KIIoUei.
Meton uddu-Xemnmana

KoHTpoJibHBIE BOITPOCHI

1. Yem oTnuyaeTcst KpunTorpadus ¢ OTKPHITHIM KIOYOM OT CHMMETPUYHBIX MHU(POB?
2. Onumute anroput™ Auddu-Xemnmana. Uem oGyciioBieHa ero 6€30macHOCTh?

3. Omumnre anroputm Hlamnpa.

4. OnumuTe anroput™ Dib-I"amass.

5. Omumnre anroputm RSA.

4.7 InekmpoHHasA yugpoeasi noonucs

O6mue cBenenus o0 snekTpoHHON 1UdpoBoit moamucu (D1IT). Anropurm DIIII B cum-
MeTpuuHOM Kpurnrocucteme. AnroputMm DLII B acummerpuyHoi kpuntocucreme. IIpoGiema
obmeHa OTKpeIThIMH Kitouamu Tipu DI, CrokHble MaTemMaTHYecKue 3aJayd W aJrOPUTMBI
OUII ¢ orkpeiTeiMu KiItouamu. Anroputm DSA. Anroputm ['OCT P34.10-94. Cranmapt JLII



P34.10-2001.

KoHTpoJIbHBIE BOIIPOCHI

1. Onumute anroput™ 1udpoBoit moanucu RSA.

2. OnumuTe anropuT™ HUQpoBor noanucu Iib-I"amans.

3. Onumure anroput™ 1udposoi moamucu DSA (DSS).

4. Onumute anroput™ tudposoii noanucu 'OCT P3410-94.
5. Yro Takoe cepTuduKaT OTKPHITOro Kiro4a?

4.8 Memodsl udeHmugukayuu u npogepkKu NOAJIUHHOCMU NO/b30-
sameuJeli

OcHoBHbl€ NOHATHUS U onpeneneHud. [lonsaTue kpunrorpaguueckoro nporokosna. Meroabl
ayTeHTU(UKanuu, ucrnonb3yromue napoiau 1 PIN-kozpl: Ha OCHOBE MHOropa3oBbIX MapoJjeil, Ha
OCHOBE OJIHOPA30BBIX IapoJiel, Ha OCHOBe cepTuukaToB. CTporas ayreHTH()UKAIHS, OCHOBAH-
Hasi: Ha CUMMETPHYHBIX aJIFOPUTMaX, HA aCHMMETPUYHBIX aJITOPUTMaxX, Ha OJHOHAIIPABJIECHHBIX
xem-QyHKIusax. buomerpudeckas ayreHTH()HUKAINS TIOTB30BATES.

KoHTpoJIbHBIE BOIIPOCHI

1. Yem ornnuaeTcs ayTeHTUGUKALUS OT UASHTH(PUKAIUU?

2. Uto Takoe aBTOpU3aIUs?

3. [IpuHIMIIBI UCTIONBH30BAHKS MHOTOPA30BBIX Maposieii?

4. Kak noxy4aroT 0JHOpPa30BbIE TapoIu?

5. Kak ucnonp3yroTcst cepTuduKaThl pu ayTeHTHPUKAIIUU TOJIh30BaTeNei?

5. Cnucok nuTepatypsl
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