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1. Uenb v 3agavn gucumnsivHbl

L]env oucyunaunsl - 03HAKOMUTH CTYI€HTOB C OpraHU3aLMOHHBIMU, TEXHUYECKUMHU, aJIro-
PUTMUYECKMMHU U JPYTUMH METOJaMHU U CPEACTBAMH 3alUThl KOMIIBIOTEPHON MH(opManuu, ¢
3aKOHOJIATENILCTBOM U CTaHJAPTaMH B ATOH 00JIaCTH, C COBPEMEHHBIMH KPHIITOCUCTEMAMH, U3Y-
YEeHHUE METO/I0B UJICHTU(UKALIUY IIPU IPOEKTUPOBAaHUM HHPopMannoHHbIX cucteM (HC).

3adauu uzyuenus oucyuniuHvl COCTOAT B TOM, YTO B PE3y/bTAaTe €€ U3YUYEHUS CTYICHTHI
JOJIKHBIL:

— MMeTb TpPEeJCTaBICHNE 00 MCIOIb30BAHUN OCHOBHBIX MOJOXEHUN Teopuu MH(OpMAaIu-
OHHOM 6e30macHOCTH B pa3nuuHbIXx obnactsax MC n uMeTh npeacTaBieHue O HalpaBJIeHUH pas-
BUTHS U IEPCIEKTHBAX 3aILUThl HHPOPMALIUY;

— 3HaThb NPaBOBbIE OCHOBBI 3aIIMUTHl KOMIBIOTEPHOH WH(pOpMAIMU, OpraHU3aLUOHHBIE,
TEXHUYECKHUE MPOrpaMMHbIe METO/Ibl 3a1inuThl HHGopManuu B C, ctannapThl, MOJEIU U METO-
Jbl IIU(PPOBaHUS, METOAbI UJICHTU(PUKALNUN TOJIb30BaTENEH, METO/IbI 3AIUTHI IPOTPaMM OT BU-
pycoB;

— YMeTb IPUMEHSITh METO/IbI 3alIUTH KOMITBIOTEPHOH MH(DOPMAIUK PU TPOCKTHPOBAHUHT
NC B pa3nuuHbIX MPEIMETHBIX 00JIACTSIX.

2. MeTtoabl n hopma opraHusaumm ody4eHus

[Mponiecc m3yuenus aucuurumHbl «MHOpManoHHas O€30MacHOCTh» HANpaBICH Ha
dbopMHpOBaHUE CIEAYIOMINX KOMIETSHIIUH:

oouwekynomypuvie komnemenyuu (OK):

1) CcrmocOOHOCTBIO CaMOCTOSTENILHO TMPHOOpPETaTh M HCIOJB30BaTh B IMPAKTHUECKON
JeATeIbHOCTH HOBBIC 3HAHUS U YMEHHsI, CTPEMUTHCS K camopasButhio (OK-5)

2) CHIOCOOHOCTHIO TOHMMATh CYIIHOCTh UM 3HAYeHHE WH(OpMAMH B Pa3BUTHU
COBPEMEHHOT0 MH(OPMAITMOHHOTO OOIIECTBA, CO3HABATH OMACHOCTU U YTPO3bl, BOSHUKAIOIIUE B
ATOM TIpoIriecce, cOoO0IaTh OCHOBHBIE TpPeOOBaHMS MH(POPMAIMOHHON O€30MaCHOCTH, B TOM
YHCIIe 3aIUThI TocyaapcTBeHHou Taitabl (OK-13).

npogeccuonanvnvie komnemenyuu (I1K):

1) cHocoGHOCTBIO aHANM3MPOBATH M BHIOMPATH METOABI M CpEACTBA ObecTedeHus
uHdopmarmonnoi 6ezonacuoctu (IMK-18).

Jlis ycremHoro OCBOEHMSI JUCIHMIUIMHBI MPUMEHSIOTCS pa3jnyHble 00pa3oBaTENIbHbBIE
TEXHOJIOTUH, KOTOpbIE 00ECHEeUnBaIOT JOCTHKEHHE IUIAHUPYEMBIX PE3y/lIbTaTOB OOyueHHs CO-
[JIaCHO OCHOBHOM 00pa3oBaTebHON MpOrpaMMe, ¢ y4eToM TpeOoBaHHi K 00beMy 3aHSITHI B MH-
TEpaKTUBHON (opMme.

WnuTepakTuBHBIE POPMBI 00YUEHMSI, KOTOPBIE UCIIONIB3YIOTCA B JAHHOM KypCe, BKIIIOUAIOT:
«Pabota B komanae» u «IIoMCKOBBII METOIY.

Jl1si KOHTPOJsT OCBOEHMSI KOMITETEHIMI HCIONIb3YIOTCS Cleayromue (HOopMbl KOHTPOJIS:
3alUTa J1abopaTOPHBIX paboT, ONPOC MO U3yYaeMbIM pa3ziesiaM TUCIUILIHHBI, TECTHI.

3. MecTto gucuunnuHel B cTpykType OOI

Juctunnuna «MHpopmanronHas 6€30MacHOCThY OTHOCUTCS K YUCIY AMCIHILIAH BapHa-
TUBHOU dYacT mpodeccuoHanbHoro nukia. «MubopmarmonHas 0e30MacHOCTh» Kak ydeOHas
TUCITUIIIMHA B CHCTEME MOATOTOBKH OakanaBpoB 1o HampasieHuio 230700.62 cBsi3aHa ¢ JUCITH-
IUIMHaMHU y4eOHoro 1utaHa: «Marematukay, «/luckpetnas marematukay, «MHpopmaruka u npo-
rpaMMupoBanuey», «OCHOBBI alrOPUTMHU3ANNN U S3BIKA MPOTPAMMHUPOBAHUSY», «BBIYHCIUTEND-
HBIE CUCTEMBI, CETH U TEJIEKOMMYHHKAIIUNY, «OTnepalioHHbIe CUCTEMBDY.

3HAaHUS Y HABBIKH, TIOTYyYEHHBIC TPU U3YUYEHUU ITOW JUCIUIUIMHBI, UCIOJB3YIOTCS B JIUC-
nUIUIMHE npodeccroHanbHoro mukia: «lIpoekTrupoBanue HHPOPMAITMOHHBIX CUCTEM» U BBIY-



CKHOM KBaJM(HUKAIIMOHHOH paboTe.

4. JTabopaTopHbI NPaKTUKYM
JlaGopaTopHbIii MpakTUKyM aucHMIUIMHBL "MHpopManmonHas 0e301acHOCTh' MO3BOJISET
MOJIYYUTh MPAKTUYCCKUE HABBIKM HCIIOJIB30BAHHS U3Y4aeMbIX CTPYKTYp JaHHBIX U 3()QeKTHB-
HBIX QJITOPUTMOB PEIICHUS Pa3INUHbIX 3a/au.

4.1 Ilopsi00K 8bINO/IHEHUS 1IA60PAMOPHbLIX pa6om

1) u3y4uTh TEOPETHUUECKUI MaTepual o TeMe J1abopaTopHOit paboThI;

2) cOCTaBUTH MPOTPaMMy Ha OJTHOM U3 aJITOPUTMUYECKUX S3BIKOB MPOTPAMMUPOBAHUS TS 3a-
JAHHOTO BapHaHTa 3a/1aHus;

3) BBINIOJIHUTH OTJIAJAKY COCTABICHHON IPOrpaMMbl U MOKa3aTh MPENO1aBaATENIO;

4) cOCTaBHUTH U 3aLIUTUTH OTYET 1O JabopaTopHOil paboTe.

4.2 /labopamopHble pab6ombl

1. biiounoe cumMmeTpuyHOE MU pPOBaHUE

2. Uzyuenne IIIIII cuctem kpunrorpadguueckold 3amuThl WHGOPMAINHU, KIACCHYECKas
Kpunrorpadus u pacnpeaesaceHue Kirouei

3. AcuMmMeTprudHOE mHU(ppOBaHHE

4. DnextpoHHas uudponas noanucsd (SLIT)

5. IlpakTiueckoe mpuMeHEHHEe KpUnTorpaduu ¢ OTKphIThIM KitodoM. [Taker PGP

6. Kpunrocucrema omneparnuonnoi cucrembl Windows. CryptoAPl: mmdposanue u me-
nmdposanue B CryptoAPI, DLII B mpoekTtax Ha CryptoAPI

4.3 KoHmpoJibHble 0npocel

1. Oxapakrepu3yiite nH(GOPMAIMIO U €€ OCHOBHBIE TIOKA3aTEIH.

2. OcHOBHBIE NOJIOKEHUS 3aKOHA 00 MH(POPMALIUU, HHPOPMALIMOHHBIX TEXHOJOTHUSIX U 3a-
muTe HHPOPMaLUH.

3. OCHOBHBIE MOJOKEHUS 3aKOHA O FOCYIapCTBEHHOM TalHe.

4. OcHOBHBIE TIOJIO’KEHUS 3aKOHA O 3alllUTe MEPCOHAIBHBIX JaHHBIX.

5. OCHOBHBIE MOJOXKEHUS 3aKOHA 00 AIIEKTPOHHOM M(POBOI MOAIUCH.

6. Uro Takoe «IonnTHKa 6€30nacHOCTI»?

7. Yem oTanyaeTcs MOHATHE «MOJIENH 0€30MaCHOCTH» OT MOHATHS «IIOJUTUKH 0€30MacHo-
cTI»?

8. B kakux cirydasx MpUMEHSIOTCS MO/ 0e30MacHOCTH?

9. OCHOBHBIE MOJIENH ITOJIUTHK 0€30IIaCHOCTH?

10. ITpuHIMIBI, HCHOIB3yEMBbIE AJIS MOBBIILIEHUS CTOWKOCTH udpa?

11. [IpuBeauTe cxemy ¥ OOBSICHUTE MPUHILIUI PaOOTHI 6JI0UHOTO mudpa.

12. JTaiiTe xapakrepuctuky mugpa DES.

13. MaiiTe xapakrepuctuxy mmdpa 'OCT 28147-89.

14. Tlepeuncnure ocHoBHbIe pasnuuust Mexy DES u TOCT 28147-89.

15. Yro Takoe — pexxum npumMeHeHus 0104yHoro mudpa?

16. Yem oTnmuaeTcst moTo4HOE U O6JI0YHOE MU POBAHHE.

17. Jlatite xapaktepuctuky mmdpa RCA4.

18. OcHOBHBIE CBOKCTBA KpUNITOrpahUIECKUX XeII-(PyHKINH.

19. Ipunanumnsr paboTh XemI-G YHKIIUH.

20. Ocobennoctu nocTpoeHue xenr-GyHkun Ha 6ase 671049HOTO mudpa.

21. OnumuTe onepamnuio MPUBEACHHS IO MOJTYJIIO.



22. KakuMu cBoiicTBamMu 00J1aaeT Omeparus IpUBEISHUS 110 MOIYIIO?

23. IlpuBeauTe onpeaeneHue NpocToro Yucia.

24. Kakue aBa 4yrcia Ha3bIBAIOTCA B3aUMHO MTPOCTHIMH?

25. OnpenenuTe MOHATUE OOPATHOTO 3HAYECHHUS 110 MOYJIIO.

26. Chopmynupyiite Mairyio Teopemy dDepma.

27. Jlaiite onpenenenue GyHKIMU Diepa.

28. Chopmynupyiite Teopemy Diiepa.

29. IlepeuncnuTe CBONCTBA MPOCTHIX YHCEIL.

30. Yem ornnuaercss Kpuntorpadus ¢ OTKPBHITHIM KIIIOUOM OT CUMMETPHYHBIX IIH(PPOB?
31. Onumure anroputm Juddu-Xemmana. Uem oOyciioBieHa ero 6€301macHOCTh?
32. Onumumre anroputM Llamupa.

33. OnumuTe anroputM Dib-1"amars.

34. Onummte anroput™ RSA.

35. Onumute anroput™ nudposoii noanucu RSA.

36. Onummte anroput™ nudpoBoii moamucu Dib-I"amas.

37. Onumure anroputM nudposoi moamucu DSA (DSS).

38. Onummre anroput™ nugposoit moxmucu 'OCT P3410-94.

39. Urto Takoe cepTu(HUKAT OTKPHITOrO Kiroda?

40. Yem ornimuaercs ayreHTH(UKAIUs OT uaeHTHGUKanun?

41. Yrto Takoe aBTOpH3aIs?

42. TIpUHIUTIBI UCTIOJIB30BAHUS MHOTOPA30BhIX MapOIei?

43. Kak moity4aroT 0JIHOpa30BbIe Mapon?

44. Kak ucIoib3yroTcs cepTU(UKaThl IpU ayTeHTU(UKALIMY [10JIb30BaTEIEH?
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